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1. Introduction: Information management challenges for natural resources and the
environment
A number of global, regional and national initiatives are generating data for managing natural
resources and the environment. At the same time, there are several information management
challenges that undermine public access to, trust in, and use of the generated information. These
challenges include:
•

Fragmentation and dispersion of data: The data is often extensively fragmented or disbursed
across multiple Ministries, initiatives or databases that are not cross-compatible or
interoperable. This undermines the ability of stakeholders to analyse economic, social or
environmental performance in an integrated way.

•

Locked down and inaccessible data: The data is often locked down in PDF documents or in
proprietary files that are not made available or accessible in an on-line open data format for
easy exchange, analysis and comparison to contextual information.

•

Inconsistent data: Due to inconsistent data monitoring and analytical methods, information
is often not inter-comparable, or consistent, either within or between countries. This makes
it difficult to look for wider trends and relationships, or monitor performance over time.

•

Redundancy / duplication of data: Overly onerous reporting requirements can lead to
duplication of data collection with significant, and often unnecessary, cost implications for
data collection and processing.

•

Technical complexity: In many cases, the data that is generated requires complex analysis and
interpretation, which is a major challenge for some stakeholders. Some data is also published
in a very technical format, unusable to any but a small elite group of specialists.

•

Time lags: In many cases, there is a major time lag between generating and publishing the
data in an accessible manner. In some cases, data is published several years after it could have
been used to inform dialogue and decision making by stakeholders.

•

Contested or not trusted / unvalidated data sources: Some of the data is contested or not
trusted by certain stakeholders due to a lack or clear policy or lack of transparency in the
quality of the data and the perception of data bias, including the collection or analysis
methodology.

The outcome of these challenges is the creation of significant information asymmetries among
stakeholders. These asymmetries range from in their capacity to acquire, interpret, understand and
share information. In the extractives sector, for example, information asymmetries are frequently
exploited by stakeholders during contract negotiations to obtain favourable contract terms which can
compromise the development impact and peace building potential of new projects. During the
lifecycle of an extractive sector project, information asymmetries between companies and
communities can pose a major challenge to setting realistic expectations. They can also prevent
effective participatory compliance and performance monitoring. An inability to access trusted
information can increase suspicion and mistrust, as well as miscommunication and misunderstandings
which then tend to fuel tensions and even violent conflict.

1.1. How does MapX address these challenges?
The MapX partnership aims to help stakeholders map and monitor natural resources and the
environment in a collaborative and transparent manner using a neutral online platform for sharing,
analysing and visualizing information and for monitoring the impact of different investments and
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management decisions. MapX works with governments, companies and communities to accomplish
four main aims by:
 Jointly defining data sharing, transparency and impact monitoring goals
 Assessing the integrity of shared data based on: reliability, accessibility, openness and
sustainability
 Simplifying the analysis, interpretation and timely communication of data for evidence-based
dialogue, decision making and impact monitoring
 Offering a web-enabled geospatial platform for data aggregation, analysis, visualization and
storytelling
Figure 1 summarizes these objectives.

Figure 1. Main objectives of MapX
By accomplishing these objectives, MapX helps stakeholders build trust through improved
transparency in how information is collected, shared and used at various geographical scales (e.g.,
national, regional, local). By providing access to timely, regular and reliable data, it aims to help
prevent misperceptions, fragility and social conflicts that can be driven by information asymmetries
among stakeholders. MapX is aligned with SDG goals 16 and 17, to support inclusive decision making,
transparency and access to information.
MapX was jointly developed by UN Environment and the Global Resource Information Database
(GRID-Geneva), with support from the World Bank. The partnership responds to a request by the g7+
group of conflict affected states to help develop stakeholder engagement processes and online
platforms that can support evidence-based decision making, build trust among stakeholders, reduce
conflict and improve the contribution of the sector toward the achievement of the SDGs.
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Authoritative and trustworthy data lie at the heart of the MapX platform. To successfully address
the information challenges listed above, ensuring the integrity of the data represented on MapX is of
critical importance. The data integrity assessment framework therefore represents a core component
of the MapX methodology and approach (figure 1).

Figure 2. Overview of the MapX methodology and approach

2. What is the MapX data integrity assessment framework and how is it applied?
The remainder of this document outlines the methodology and component parts of the MapX data
integrity assessment framework designed to assess and track the reliability, accessibility, openness
and sustainability of MapX data.

2.1. MapX data themes
One of the goals of MapX is to help stakeholders share and aggregate multiple themes of data into
one platform in order to map and assess the impact of the extractive industries or other natural
resources (e.g. agriculture, forestry, water etc.). MapX uses a range of open-source solutions to build
a spatial data infrastructures (SDI) to manage this diversity of information. Data themes for inclusion
in MapX and application of the data integrity assessment include:
1. Economic data: this can include economic development data including indicators on
employment, infrastructure development, production data and local content (procurement of
goods and services).
2. Social data: this can include social impact assessment data, information on human
development indicators (education, poverty, and inequality data), distribution of indigenous
populations, conflict data, armed groups, illegal activities, human rights etc.
3. Environment and natural resource data: this can include environmental impact assessments,
environmental baselines, and quality monitoring data (e.g. air, water, and soil quality),
environmental performance targets at project closure, satellite images informing on land use
and mining site extent, etc.
5

2.2 MapX data types
Types of data subject to the data integrity assessment include the following:
1. Environmental data in the following areas (but not limited to these areas): water management
(including trans-boundary catchments), extractives industries, environmental security,
chemical management, renewable energy, natural hazards
2. Land use and natural resource concession or license data including information on ownership,
status, validity, type of natural resource;
3. Environmental and Social Impact Assessments and environmental or social baseline data (i.e.
the non-commercial components of regulatory information generated by companies)
4. Concession-specific monitoring data covering benefit sharing, production volumes, grievances
and environmental performance data;
5. Other contextual information produced by national authorities, institutes and international
organizations such as socio-economic and environmental data;
6. Information disclosed through sustainability, compliance or performance reporting initiatives
(e.g. GRI, EITI, Equator Principles, IFC Performance Standards, World Bank Environmental and
Social Assessment);
7. Global data sets of interest to the management of natural resources, including the World
Protected Areas Database, the Global Risk Data Platform, conflict mapping database (etc.);
8. In the future: Crowdsourced or Volunteered Geographic Information (VGI) provided by
individual users or grassroots organisations through participatory processes or independent
local monitoring; real-time or near real-time data coming from environmental sensors (e.g.
water quality)
9. In the future: Satellite imagery and drone footage provided for mapping purposes.
In the case of Somalia, for example, MapX has aggregated various sources of data to support
multiple initiatives including: post-disaster needs assessment, integrated water resource
management, management of energy infrastructure and PROSCAL initiative for charcoal. The clients
of these initiatives are different ministries, UNDP and UN Country team.

2.3 Minimum MapX data publication criteria
Prior to undergoing the data integrity assessment, a minimum set of criteria needs to be met by data
under consideration for publication on MapX. The minimum criteria include the following:
•

The owner of the data is identified;

•

The data has a geospatial component or can be linked to geospatial data that can be displayed
on a map;

•

The data has appropriate metadata and a person of contact;

•

Clear licensing/copyright are indicated, including open data use and specific licensing
conditions or restrictions;

•

The data provider agrees to provide the required information necessary for the data integrity
assessment as well as regular updates;

These requirements are in line with the GEO Data Management Principles 1 , in particular DMP8 ‘Data
and associated metadata held in data management systems will be periodically verified …’.
1

(https://www.earthobservations.org/documents/dswg/201504_data_management_principles_long
_final.pdf
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3. MapX data integrity assessment framework methodology
The Data Integrity Assessment is a key project activity in the deployment of the MapX solution. Figure 3
presents the various steps of a MapX project: definition, analysis, design, execution, deployment and
operationalization. The data integrity assessment starts early in the project during the second step (‘analysis’).

Figure 3. Various steps of a MapX project
The workflow of the data integrity assessment includes the following steps:

3.1. Data Inventory
In order to establish a plan of action for sharing data with MapX, a data inventory is conducted to list
the sources and data custodians. The inventory also includes an identification of key policy and
capacity gaps and the level of compliance with international standards for geospatial data (i.e. selfdeclaration by data providers on the application of data quality control measures). This inventory
forms the initial input to the data integrity scoring system.

3.2. Data integrity assessment
Data that meets the minimum criteria thresholds passes to the data integrity assessment. The integrity
of each data layer is assessed using a standardized set of questions for each of the following four
categories:
1.
2.
3.
4.

Reliability
Technical Accessibility
Openness
Sustainability

The level of compliance with each element of the data integrity standards is established in the course
of the assessment. The results are contained within a database, which is managed by the MapX
international secretariat together with local MapX stakeholder groups and key data custodians.
Following completion of the data integrity assessment, the results of the assessment are shared with
the data custodians who are given the opportunity to take remedial actions to improve results prior
to publication of the data sets and corresponding data integrity scores.
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3.3. Publication of results
The data layers are published on MapX and the outcomes of the data integrity assessment per
category are displayed alongside the data sets in the form of a data integrity seal (see section 5, figure
2). Users can access additional information on the respective scores and evolution of data integrity
over time through an interactive dashboard.

4. MapX data integrity assessment questions

The MapX data integrity framework consists of a 4x4 framework of four major components and four
questions within each component. Responses are designed to be yes, no, or partial compliance.

4.1. Component 1: Reliability

Is the data documented?
Does the data provider
have the capacity to
document the data and
provide basic metadata
(e.g. name, coordinate
system, year, update
frequency, description,
and methodology)?

Does the data provider
have the relevant
mandate?
Does the data provider
have a mandate or legal
requirement to collect
the data?

Is the data subject to
Is the data subject to
internal quality control? external quality control?
Has the data been
subject to data quality
assurance and control
processes?

Are the data sets subject
to external auditing or
peer review processes?

4.2. Component 2: Technical Accessibility
Is the data machinereadable?

Is the data available

Is the data available in a
non-fragmented state?

Does the data comply
with OGC?

Data is machine-readable
if it is in a format that
can be easily structured
and exploited by a
computer. Good
examples of machinereadable files are SQL,
JSON, XML, DBF and to a
lesser extent Excel

This question addresses
whether the data is
available online from an
official source. This does
not mean that the data is
necessarily updated or
maintained.

Data is available in bulk if
the whole dataset can be
downloaded or accessed
easily. Conversely it is
considered non-bulk if
the citizens are limited to
just parts of the dataset
(e.g., if restricted to
querying a web form and
retrieving a few results at
a time).

Is the data compliant
with applicable OGC
(Open geo-spatial
consortium) standards?

online?

4.3. Component 3: Openness
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Is the data publicly
available?
‘Publicly available’
means that the data can
be accessed by the public
in some form either from
websites or physical
documents (even if the
data is available for
purchase)

Is the data accessible to
the public without
discrimination of users?
Can any user
anonymously download
the data or is registration
required?

Is the data available free
of charge?

Is there an open license
for the data?

Compliance with GEOSS
data sharing principle #2:
‘"where international
instruments, national
policies or legislation
preclude the sharing of
data as Open Data, data
should be made available
with minimal restrictions
on use and at no more
than the cost of
reproduction and
distribution;"

This question addresses
whether the dataset is
openly licensed. It needs
to state the terms of use
or license that allow
anyone to freely use,
reuse or redistribute the
data (subject to
attribution and share
alike requirements)

4.4. Component 4: Sustainability
Does the data provider
have the technical
capacity to manage and
update the layer?
The data provider is able
to maintain, update and
publish it on a regular
basis

Does the data provider
have a long-term
mandate and financial
means?
Does the data provider
have a long-term
mandate and related
resources to ensure
continuity in data
collection and
publication?

Can the data layer be
dynamically streamed
and shared using an API

Does the data support
measuring of SDG
targets?

Is the data interoperable
with MapX to enable
dynamic
streaming/automatic
updates?

Can the dataset be
aligned with measuring
progress towards
achievement of SDG
targets?

5. MapX data integrity scoring methodology
In order to represent the outcome of the assessments, a cardinal scale based on colors was chosen.
Results are visualized by traffic lights to make them accessible at first glance. Other scales were
considered but deemed to be ill-suited 2 .
The cardinal scale that is applied to each data layer within the database operates as follows:
-

Green for full compliance
Yellow for partial compliance
Red for no compliance
Grey for no information available (No Data).

To indicate the aggregate scores per category, the traffic lights are used as follows:
An ordinal scale and a resulting ‘first to last’ ranking of datasets could prove discouraging to data providers
and impede collaboration. A nominal scale (scores between 0-100% scale) was also avoided because a data
provider could interpret this as being twice or three times better or worse than another. Furthermore it is
difficult to compare two datasets with very different underlying sources and workflows on a quantitative basis.

2
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-

Green score when all elements are compliant, (i.e. all green)
Red score when at least one element is non-compliant, (i.e. at least one red).
Yellow score for partial compliance
Grey if at least two of the four elements are grey

5.1. Visualization of the score: the data integrity seal
Each of the four components are assessed independently and the composite index is represented by
a pie chart with four quadrants (see Figure 2, representation in MapX is subject to change). Each
component has a color (each quadrant of the pie chart) using green/yellow/red. In the example below
the first component (reliability) is green because the four related questions have been answered
positively. The second component is yellow: data is machine-readable, available online and in a nonfragmented state; however is does not provide OGC services. The third component is yellow: the data
is public, can be accessed without discrimination of users, is free of charge but has no clear licensing.
The fourth component is red because it is not yet possible to dynamically stream it through an API.
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Figure 2. MapX implementation of the data integrity seal. Here depicted the outcome of the
assessment of one of the data layers in DRC.
The ultimate goal of MapX data integrity assessment is to help data providers share data layers where
all quadrants are green.

6. Measuring success
In order to measure effectiveness and success of the MapX data integrity framework, a number of
possible performance indicators can be assessed. These include:
•
•
•
•
•
•
•

# of data providers contributing data layers to the data integrity assessment and subsequent
MapX publication
# of layers in MapX pilot countries that have undergone the MapX data integrity assessment
and are available to stakeholders
Evidence of improving data integrity within data layers over time: i.e. number of measures
adopted or improved (policies, standards, guidelines, workflows) after identification of issues
on data through the Data Integrity Framework
Evidence of collaboration between data providers to rectify or reconcile conflicting data: i.e.
boundaries, labels, features etc.
# of users to access data integrity dashboard
# of citations of MapX data
# of stakeholders who provided positive feedback on the data integrity framework and its
impact on the level of trust in the data

7. Benefits of the DIAF for data custodians
A platform such as MapX will offer significant visibility to data custodians by facilitating access to their
data to users and experts that are operating in other sectors and conducting multi-sector or important
contextual analysis. MapX can either livestream data from data custodians or host static data. Live
streaming is the preferred method to ensure the data is the most up to date. A methodology like the
DIAF will also strengthen the credibility of each layer managed by a data custodian. Furthermore, given
the rate of change of open source mapping software, it is important to future-proof the design of any
platform. As it impossible for any organization to pick and choose software packages that will remain
valid in the future, MapX will invest in supporting data layers that are compatible with open source
standards and that can be used by all open source mapping platforms going forward. The focus is on
obtaining accurate and timely data, validating their quality, and publishing them in open source
formats that target users can then access. A significant amount of investment will also be needed in
establishing and maintaining relationships with data providers and in establishing proper incentives
for timely data sharing.

8. Sample practical applications
The data integrity framework has a number of immediate practical applications. These include
supporting implementation of transparency requirements and performance reporting, including EITI,
the WB Environmental and Social Framework and the IFC performance standards. For instance, for
EITI this relates to the following requirements of the 2016 EITI standards:
•
•

7.2 “…to make EITI Reports machine readable, and to code or tag EITI Reports and data files
so that the information can be compared with other publicly available data...”
7.2c “Where legally and technically feasible, to consider automated online disclosure of
extractive revenues and payments by governments and companies on a continuous basis. This
may include cases where extractive revenue data is already published regularly by
government or where national taxation systems are trending towards online tax assessments
and payments. Such continuous government reporting could be viewed as interim reporting,
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•

and as an integral feature of the national EITI process which is captured by the reconciled EITI
Report issued annually”.
7.2d “Undertake capacity-building efforts, especially with civil society and through civil society
organizations, to increase awareness of the process, improve understanding of the
information and data from the reports, and encourage use of the information by citizens, the
media, and others.”

It will also support the implementation of the EITI open data policy. Specifically it will encourage multi
stakeholder groups to:
•
•
•
•
•
•
•

6.d “Release data under an open license that allows users to freely obtain and easily re-use
it”;
6.e “Share technical expertise and experience with other countries to maximize the potential
of open data”;
6.f “Work to increase open data literacy and encourage people, such as developers of
applications and civil society organizations that work in the field of open data promotion, to
unlock the value of open data”;
6.g “Ensure that data is interoperable with national and international standards, including
adopting data standards approved by the EITI Board and additional guidance provided by the
EITI secretariat”;
6.h “Where possible use unique identifiers to link data across years of reporting or different
sources”;
6.i “Work towards mainstreaming the creation of open data for EITI into government systems
to ensure timeliness, data quality, reuse and cost effectiveness”;
6.j “Provide data in granular, machine-readable formats”.

9. Future outlook
As MapX develops its portfolio of services and dedicated site, regional and national level platforms, a
number of process improvements to data collection and the assessment of data integrity have been
earmarked for future development. These include the following:

9.1. Assessing the data integrity of crowd -sourced data
With the aim to democratize and decentralize data collection, help populate the database, and
increase the user community of MapX, future versions of the platform could allow for Volunteered
Geographic Information (VGI), citizen science, participatory monitoring data or crowd sourced data.
The MapX data layers to which VGI could contribute (e.g., the location of artisanal or small-scale mine
sites) could be clearly marked as ‘community level contributions’ and serve for reference or data
triangulation purposes only. Alternatively, the site administrators could carry out selected ground
truthing and spot checks with reference data, such as Google Earth to verify accuracy of the
contributions. In this way, registered users who frequently contribute data could obtain a rating as
‘trusted contributors’.
The intentional manipulation and falsification of data sets may be an issue in VGI, which may need to
be identified through appropriate tools which identify irregularities (suspect names, unusual data size
etc.). Peer review for quality assurance of VGI is one option to address issues of credibility and to
mediate errors. In addition to automatic bug reports, which publish errors identified by error reporting
tools, Open Street Maps makes available quality assurance tiles (OSM QA tiles), which can be edited
by other users. The more users contribute to an area and the more frequently data is edited by other
users, the more likely the information is to stabilise over time and increase in reliability. In the case of
disputes between users, and when disputes cannot be resolved by peer review/validation, the system
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administrator may need to provide resources for dispute resolution (i.e. moderator function on
Wikipedia).

9.2. Data integrity periodic review
As data layers multiply on the MapX platform, the MapX International Secretariat, in collaboration
with relevant country chapters, will develop the modalities for the periodic reviews of the data
integrity. This could include annual reviews for dynamic data sets for example.

9.3. Introduction of a data challenge mechanism
The MapX platform is planning to develop a data challenge function where users can query data
integrity of individual data sets. This could include disputes related to data on local content,
employment, or revenue sharing between companies and local communities for example. The data
challenge function would record the query, action taken, dispute resolution and users involved.

9.4. Recognition of trusted data providers
In the future, MapX is planning to explore mechanisms to accredit ‘trusted data providers’. Each data
provider is cited in layers’ metadata.

9.5. Scoring and visualization of the data integrity seal
MapX will continue developing the methodology for partial scoring and visualization of the
combined data integrity scores to best allow users to track progress in improving data integrity.
Ideas under consideration include:
-

-

-

Allocate a combined compliance score (x/16) to each layer: this would help provide better
quantitative indication on the compliance level of a data layer with multiple ‘yellow’ (partial
compliance) scores. It would also be easier to chart changes in compliance levels over time
with a single number (rather than colors).
Develop ways to visually display the time elapsed since the last data integrity assessment or
the last data update. MapX will seek to develop ways to reflect the timeliness of the data set
in the visual representation to help differentiate recently assessed data.
Disaggregate the colors of the sub-categories: each of the four data integrity components
has four subsets. Scores for individual subsets could be indicated as layers in different colors
to reflect the individual scores of the subsets. This can help users identify compliance
problems at first sight.

10. MapX terms of use for the software, source code, website and underlying
datasets
10.1. Liability and conditions of use of the data
MapX integrates and aggregates third party data but does not hold the property of these datasets,
which are still owned by the original data providers.
UN Environment will need to be protected from any and all actions, claims, losses, damages,
liabilities and expenses arising out of the use of the database. This will be accomplished using a
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series of disclaimers and conditions of use. Potential formulations for such a disclaimer and
conditions of use could be the following:
“The contents of this database are indicative, non-exhaustive, and do not necessarily reflect the
views or policies of UN Environment, its contributory organizations and UN Member States. UN
Environment does not make any warranties or representations as to the accuracy or completeness of
materials provided in or referenced by the database. The mention of a commercial entity or product
does not imply any endorsement by UN Environment.”
“The designations employed and the presentations of material in this database do not imply the
expression of any opinion on part of UN Environment or contributory organizations editors or
publishers concerning the legal status of any country, territory, city area or its authorities, or the
designation of its name, frontiers or boundaries.”
“Any user of this database agrees to indemnify UN Environment and its affiliates from and against
any and all actions, claims, losses, damages, liabilities and expenses arising out of the use of this
database. UN Environment or its affiliates are not liable for any loss, damage, liability or expense
incurred or suffered that is claimed to have resulted from the use of this database, including, without
limitation, any fault, error, omission, interruption or delay with respect thereto.”

10.2. How to credit the datasets
Any work that uses MapX data and functions for developing derived products (e.g., online maps,
printed maps, derived datasets, scientific publications etc.) should cite each original dataset
properly. The source of datasets can be consulted from layers metadata on the MapX platform.
Example of citations can be:
-

Data provider and date of publication
Reference to a scientific paper
Online citation. For example OpenStreetMap (OSM) is open but redistribution requires to
credit OSM and its contributors. The terms of use and the way OSM should be credited are
detailed at http://www.openstreetmap.org/copyright/en . OpenStreetMap data also has a
special clause for printed works

10.3. How to credit MapX
Any work that uses MapX data and functions for developing derived products (e.g., online maps,
printed maps, derived datasets) should credit MapX as follows:
MapX Platform (2017). Version 5. Geneva, Switzerland. https://www.mapx.org

10.4. Terms and conditions of use of United Nations websites
The use of this web site constitutes agreement with the following terms and conditions:
(a) The United Nations grants permission to Users to visit the Site and to download and copy the
information, documents and materials (collectively, "Materials") from the Site. Users are prohibited
from directly using the Materials (i.e., selling the Materials) for commercial purposes.
(b) The United Nations administers this Site.
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(c) Unless expressly stated otherwise, the findings, interpretations and conclusions expressed in the
Materials on this Site do not necessarily represent the views of the United Nations or its Member
States.

10.5. MapX software license
MapX software and source code will be subject to a licensing system. Several licenses are being
considered (e.g., Creative Commons, GNU, GPL, MIT etc.) and GPL3
(https://www.gnu.org/licenses/gpl-3.0.en.html ) will likely be chosen.
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